West 7
Dunbartonshire

Agenda COUNCIL

Audit & Performance Review
Committee

Date: Wednesday, 8 March 2017
Time: 14:00
Venue: Council Chambers,

Clydebank Town Hall, Dumbarton Road, Clydebank

Contact: Craig Stewart, Committee Officer
Tel: 01389 737251 craig.stewart@west-dunbarton.gov.uk

Dear Member

Please attend a meeting of the Audit & Performance Review Committee as
detailed above. The business is shown on the attached agenda.

Yours faithfully
JOYCE WHITE

Chief Executive
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AUDIT & PERFORMANCE REVIEW COMMITTEE
WEDNESDAY, 8 MARCH 2017

AGENDA

APOLOGIES

DECLARATIONS OF INTEREST

Members are invited to declare if they have an interest in any of the items of
business on this agenda and the reasons for such declarations.

MINUTES OF PREVIOUS MEETING 7-10
Submit for approval as a correct record, the Minutes of Meeting of the Audit &

Performance Review Committee held on 14 December 2016.

PRUDENTIAL INDICATORS 2016/17 TO 2025/26 AND To follow
TREASURY MANAGEMENT STRATEGY 2017/18 TO
2025/26

Submit report by the Strategic Lead - Resources providing an update on:-

(@) the proposed Prudential Indicators for 2016/17 to 2019/20;

(b)  Treasury Management Strategy (including the Investment Strategy) for
2017/18 to 2019/20; and

(c) the indicative prudential indicators for the period from 2020/21 to
2025/26.

NB: For Members’ information, this report was approved at the
Council Meeting held on 22 February 2017.

AUDIT ACTION PLANS To follow
Submit report by the Strategic Lead - Resources advising of:-

(a) recently issued Internal Audit action plans; and
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(b) progress made against action plans previously issued contained within
Internal Audit and External Audit reports.

INTERNAL AUDIT PLAN 2017/18 11-26

Submit report by the Strategic Lead - Resources advising of the planned

programme of work for the Internal Audit section for the year 2017/18.

AUDIT SCOTLAND — REVIEW OF ADEQUACY OF 27-34

INTERNAL AUDIT ARRANGEMENTS

Submit report by the Strategic Lead - Resources advising of the External

Auditor’'s assessment of the adequacy of the Council’s Internal Audit

arrangements.

AUDIT SCOTLAND ANNUAL AUDIT PLAN 2016/17 35-56

Submit report by the Strategic Lead - Resources presenting Audit Scotland’s

Audit Plan for the audit of financial year 2016/17 to Committee for information.

REVISED LOCAL CODE OF GOOD GOVERNANCE 57 -90

Submit report by the Strategic Lead - Resources advising of the progress

made in developing a revised local code of governance.

PUBLIC INTEREST DISCLOSURES FOR THE PERIOD 91-94

1 JULY TO 31 DECEMBER 2016

Submit report by the Strategic Lead - Resources advising on public interest
disclosures received during the period 1 July to 31 December 2016.
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11

12

13

14

15

ACCOUNTS COMMISSION REPORT: HOW COUNCILS 95 -118
WORK — FOLLOW UP MESSAGES FOR COUNCILS:

ROLES AND WORKING RELATIONSHIPS IN

COUNCILS: ARE YOU STILL GETTING IT RIGHT?

Submit report by the Strategic Lead - Resources providing information
regarding a report recently published by the Accounts Commission as
prepared by Audit Scotland.

ACCOUNTS COMMISSION REPORT: LOCAL 119-170
GOVERNMENT IN SCOTLAND FINANCIAL
OVERVIEW 2015/16

Submit report by the Strategic Lead - Resources providing information
regarding a report recently published by the Accounts Commission as
prepared by Audit Scotland.

ACCOUNTS COMMISSION REPORT: A REVIEW OF 171 -196
HOUSING BENEFIT FRAUD INVESTIGATION LIAISON
ARRANGEMENTS IN SCOTLAND

Submit report by the Strategic Lead - Resources providing information
regarding a report recently published by the Accounts Commission and
prepared by Audit Scotland.

LOCAL GOVERNMENT BENCHMARKING FRAMEWORK 197 - 220
2015/16 Appendix 2 to follow

Submit report by the Strategic Lead - Communications, Culture &
Communities providing the Committee with the West Dunbartonshire position
in the recently published Local Government Benchmarking Overview report
for 2015/16.

STRATEGIC RISK — BI-ANNUAL UPDATE To follow

Submit report by the Strategic Lead - People & Technology providing the
outcome of the latest assessment of Strategic Risks.

Page 5 of 220



Page 6 of 220



Item 3

AUDIT & PERFORMANCE REVIEW COMMITTEE

At a Meeting of the Audit & Performance Review Committee held in Committee Room 3,
Council Offices, Garshake Road, Dumbarton on Wednesday 14 December 2016 at
2.04 p.m.

Present: Councillors George Black, Jonathan McColl, lan Murray, Galil
Robertson, Martin Rooney and Lay Members Mr Stevie J.
Doogan and Ms Eilidh McKerry.

Attending: Angela Wilson, Strategic Director — Transformation & Public
Service Reform; Richard Cairns, Strategic Director —
Regeneration, Environment & Growth; Stephen West, Strategic
Lead — Resources; Colin McDougall, Audit and Risk Manager;
Jennifer Ogilvie, Section Head (Treasury and Capital); Stephen
Daly, Customer Services Manager; and Craig Stewart,
Committee Officer.

Also Attending:  Ms Carol Hislop, Senior Audit Manager and Ms Karen Cotterell,
Senior Auditor, Audit Scotland.

Apologies: Apologies for absence were intimated on behalf of Councillors
Jim Brown, Patrick McGlinchey and Tommy Rainey. An apology
was also intimated from Joyce White, Chief Executive.

Councillor Jonathan McColl in the Chair

DECLARATIONS OF INTEREST
It was noted that there were no declarations of interest in any of the items of
business on the agenda.
MINUTES OF PREVIOUS MEETING
The Minutes of Special Meeting of the Audit & Performance Review Committee held
on 1 November 2016 were submitted and approved as a correct record, subject to

the sederunt being changed to reflect that Alan Douglas, Manager of Legal was not
in attendance at the meeting.
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TREASURY MANAGEMENT MID-YEAR REPORT 2016/17

A report was submitted by the Strategic Lead - Resources providing an update on
treasury and prudential indicators during 2016/17.

After discussion and having heard the Strategic Lead - Resources, the Committee
agreed:-

(1) to note the treasury management and prudential stewardship information
within the report;

(2) to note the 2016/17 revised estimates of treasury and prudential indicators as
advised within the report (Tables A, B, C, D, E, F, H, M and N); and

3) to note that this report was submitted to Council on 26 October 2016.

AUDIT ACTION PLANS
A report was submitted by the Strategic Lead - Resources advising of:-
(1) recently issued Internal Audit action plans; and

(2) progress made against action plans issued contained within Internal Audit and
External Audit reports.

After discussion and having heard the Strategic Director — Transformation & Public
Service Reform and relevant officers in further explanation and in answer to
Members’ questions, Councillor McColl, moved:-

Committee notes the contents of the report.

Committee agrees that future action plan reports will include a summary to put
the action plans in context, and highlight the risks being mitigated. The format
of the summary will be determined by officers in consultation with the
Convener and the Committee may request changes to this at a future date.

Councillor Black asked if Councillor McColl was willing to accept as an addendum to
his motion, the following statement from him:-

| am dismayed that the external auditor has effectively rubber stamped the
findings of the internal auditor.

The original report to Audit and Performance Review Committee was littered
with references to practice which was not fit for purpose, the auditor wrote that
“The Council’s Financial regulations were not adhered to, standing orders
were not observed, best value was not adhered to either. He also referenced
the potential for fraud and corruption.
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In debate the auditor accepted that there was no evidence of criminal
wrongdoing which is not the same as “there was no criminal wrongdoing”.

The response to my requests for information were not all satisfactory and only
my persistence in seeking answers from officers has brought much of this into
the public domain. | therefore intend to submit the report to police Scotland
with a request for a criminal investigation.

Councillor McColl confirmed his acceptance of the addendum to his motion which
was then seconded by Councillor Black.

Councillor Rooney, having failed to obtain a seconder for a proposed amendment,
asked that his dissent be recorded in respect of this matter.

As an amendment, Councillor Murray, seconded by Councillor Robertson, moved:-
Committee notes the contents of the report.

Committee agrees that future action plan reports will include a summary to put
the action plans in context, and highlight the risks being mitigated. The format
of the summary will be determined by officers in consultation with the
Convener and the Committee may request changes to this at a future date.

Committee further notes the following statement from Councillor Black:-

The original report to Audit and Performance Review Committee was littered
with references to practice which was not fit for purpose, the auditor wrote that
“The Council’s Financial regulations were not adhered to, standing orders
were not observed, best value was not adhered to either. He also referenced
the potential for fraud and corruption.

In debate the auditor accepted that there was no evidence of criminal
wrongdoing which is not the same as “there was no criminal wrongdoing”.

The response to my requests for information were not all satisfactory and only
my persistence in seeking answers from officers has brought much of this into
the public domain. | therefore intend to submit the report to police Scotland
with a request for a criminal investigation.

During consideration of this item, Ms Hislop, Senior Audit Manager, Audit Scotland
was also heard in answer to Members’ questions.

On a vote being taken, 1 Member voted for the amendment, 1 Member abstained
and 2 voted for the motion which was therefore declared carried.
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INTERNAL AUDIT PLAN 2016/17 HALF YEAR PROGRESS REPORT TO 30
SEPTEMBER 2016

A report was submitted by the Strategic Lead - Resources advising of progress at
the half year against the Audit Plan 2016/17.

The Committee agreed to note the contents of the report.

CAPITAL POST PROJECT REVIEW PILOT

A report was submitted by the Strategic Lead - Resources providing an update on
capital post project reviews undertaken within the pilot phase covering the period 1
April 2016 to 30 September 2016.

After discussion and having heard the Strategic Director — Transformation & Public

Service Reform and relevant officers in further explanation and in answer to

Members’ questions, the Committee agreed:-

(1) to note the capital projects that were selected for inclusion in the pilot;

(2)  to note the outcome of the pilot reviews;

(3) to note the next list of projects recommended for review; and

(4) that a copy of the report be passed to Members of the Infrastructure,
Regeneration & Economic Development Committee, to highlight the lessons
learned from the post project review pilot.

SCOTTISH PUBLIC SERVICES OMBUDSMAN COMPLAINTS REPORT 2015/16
A report was submitted by the Strategic Lead — Communications, Culture and
Communities presenting the Scottish Public Services Ombudsman (SPSO) report on
complaints handling by West Dunbartonshire Council for the year 1 April 2015 — 31
March 2016.

After discussion and having heard the Strategic Director — Transformation & Public
Service Reform and the Customer Services Manager in further explanation and in

answer to a Member’s questions, the Committee agreed to note the contents of the
report.

The meeting closed at 3.05 p.m.
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Item 6

WEST DUNBARTONSHIRE COUNCIL
Report by Strategic Lead - Resources

Audit & Performance Review Committee: 8 March 2017

Subject: Internal Audit Plan 2017/18

1.

11

2.1

3.1

4.1

4.2

4.3

Purpose

The purpose of this report is to advise members of the planned programme of
work for the Internal Audit Section for the year 2017/18.

Recommendations
It is recommended that the Committee approve the Audit Plan for 2017/18.
Background

The Audit Plan was compiled using a risk based approach through a review of
the Audit Universe which includes all significant activities and systems that
contribute to the achievement of the Council’s priorities and objectives.

Main Issues

The audit planning process has taken into account the following factors:

e Arisk based audit needs assessment identifying all potential audit
areas;

Consultations with senior management;

The plans of External Audit and other inspection agencies;

The Council’s strategic priorities and risks;

Delivery Plan objectives;

Current issues and changes in computer systems; and
Resources available.

Internal Audit monitors delivery of the plan continuously during the year using
a number of performance indicators. Progress is reported to members on a
regular basis.

The Annual Report on Internal Audit will compare the work actually
undertaken against the work planned and summarise performance against
targets. It will also provide an opinion on the adequacy and effectiveness of
the Council’s systems of governance, risk management and internal control.
Audit work done underpins the Statement of Internal Financial Control /
Annual Governance Statement which will be published with the Abstract of
Accounts.
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4.4

4.5

4.6

4.6

5.1

6.1

7.1

8.1

9.

9.1

10.

10.1

The Audit Plan includes a section showing the planned activity of the
Corporate Fraud Team.

The draft Audit Plan is included at Appendix A. There are sufficient resources
to deliver the planned programme of audit assignments detailed in Appendix A
and that there are no significant threats to the independence of the internal
audit activity, such as inappropriate scope or resource limitations.

As a result of a significant amount of investigations work to which the Internal
Audit team has had to respond it has not been possible to fully complete the
risk based audit plan for 2016/17. As a result four risk based audits have
been rolled forward into 2017/18. This approach has been agreed in
discussion with External Audit.

It is recognised that elements of the attached plan may be included within the
Integrated Joint Board (IJB) Audit Plan for 2017/18.

Personnel Implications

There are no personnel issues with this report.

Financial Implications

There are no financial implications with this report.

Risk Analysis

The Plan has been constructed taking cognisance of the risks associated with
major systems. Consultation with Senior Managers was carried out to ensure
that risks associated with delivering the Council’s objectives have been
considered.

Equalities Impact Assessment (EIA)

A screening has been carried out and found no issues relevant to equalities
duties.

Consultation
This report has been subject to consultation with appropriate Strategic Leads.
Strategic Assessment

This report relates to all five of the Council’s Strategic Priorities.

Stephen West
Strategic Lead - Resources
Date: 9 February 2017
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Person to contact Stephen West, Head of Finance and Resources,
Council Offices, Garshake Road, Dumbarton,
G82 3PU
Telephone (01389) 737191
Email — Stephen.west@west-dunbarton.gov.uk

Appendix A: Draft Internal Audit Plan 2017/18
Background Papers: EIA Screening
Wards Affected: All wards
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Appendix A

West 70
Dunbartonshire
COUNCIL

WEST DUNBARTONSHIRE COUNCIL

INTERNAL AUDIT PLAN
2017-18
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10

Internal Audit Plan 2017-18
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Introduction
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Internal Audit Plan 2017-18

1 Introduction
1.1 Definition of Internal Audit

‘Internal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organisation’s operations. It helps an
organisation accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management,
control and governance processes.’

Public Sector Internal Audit Standards

The Standards (applying the Institute of Internal Auditors International
Standards to the UK Public Sector) have been agreed to be adopted from the
1 April 2013 by the relevant public sector Internal Audit Standard setters.
Elements of the Standards are based on the Chartered Institute of Internal
Auditors International Professional Practices Framework. Standard setters are;
HM Treasury; Scottish Government; Department of Finance and Personnel
Northern Ireland; Welsh Government; Department of Health; and the Chartered
Institute of Public Finance and Accountancy.

In accordance with the Standards an Audit Charter is in place which defines the
internal audit activity’s purpose, authority and responsibility.

1.2  Authority

All Local Authorities in Scotland are subject to Section 95 of the Local
Government Act (Scotland) 1973, and should make provision for Internal Audit,
in accordance with the Public Sector Internal Audit Standards issued 2013 (The
Standards).

1.3 Audit Planning

Internal Audit complies with the requirements of The Standards, per Section
2010 (Planning):

‘The chief audit executive (WDC — Audit and Risk Manager) must establish risk-
based plans to determine the priorities of the internal audit activity, consistent
with the organisation’s goals.’

2
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Internal Audit Plan 2017-18

2 The Audit Planning Process
2.1 Risk Assessment

A risk-based audit needs assessment has been carried out by Internal Audit
staff in which a review of the “audit universe” has been carried out. The audit
universe includes all significant activities and systems that contribute to the
achievement of the Council’s priorities and objectives.

This assessment of needs identifies all operations, resources, services and
responsibilities, and prioritises key systems being operated, and key services
provided. Senior management have been consulted on priority areas for
review, while cognisance has been taken of the plans of External Audit and
other statutory agencies, in order to avoid duplication, and increase potential for
cross reliance. The audit needs assessment is based upon a matrix taking
account of scores for each potential audit area in respect of:-

Control risk

Materiality

Sensitivity
Management concerns

The matrix gives an overall “score” for each area that is used to prioritise the
audit reviews.

The risk process recognises the materiality of core financial systems by
applying a weighting based on transaction value. In addition, the process
ensures that major systems will be covered over a rolling programme by
applying a weighting factor based on the date of the previous audit.

This process ensures that Internal Audit independence is maintained in the
formation of the plan.

2.2  Systems Based Auditing

The systems based audit approach developed by the Chartered Institute of
Public and Finance and Accountancy (CIPFA) will continue to form the basis for
testing controls within each system, in line with good practice.

2.3 Strategic Risks

The Strategic Risk Register records the Council’s own assessment of the most
potentially damaging risks and their likelihood of occurrence. This document is
used to inform the Audit Plan.

2.4  Strategic Plan 2012/17

As well as considering risk when formulating the plan, considerable attention
has been paid to the strategic priorities and success factors contained in the
Council’s Strategic Plan 2012/17 in order to ensure there is a spread of audit
coverage across these key areas. The contribution of the work included in the
Audit Plan to the Council’s strategic priorities and success factors is shown in
italics in the appropriate schedules of this document.

3
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Internal Audit Plan 2017-18

2.5 Other Issues

Other factors which influence the plan are discussions with Senior
Management, consideration of current issues arising, major computer systems
being introduced, and recommendations from recently completed audits.

2.6 lIrregularity

Allowance has been made for matters arising requiring investigation, and ad-
hoc work, based upon levels experienced in the past.

3 Resourcing the Plan
Internal Audit

The Internal Audit Section has a core establishment of 5.1 FTE including four
professionally qualified members of staff. Computer Audit will be carried out
alongside systems reviews by the ICT Security Officer who will contribute 96
operational days to the Audit Plan. Available Audit Days have been calculated
as 911 days, following the deduction of Administration, Management and
Planning, Training and Leave. Within this overall resource, 133 operational
days has been included for the Audit and Risk Manager’s time to reflect the
contribution he makes to the activities of the Internal Audit Section. The Audit
and Risk Manager is professionally qualified to fulfil an audit role.

Through an assessment of the mix of knowledge, skills and experience of the
Audit Team, it is considered that the available resources are sufficient to
achieve the work outlined in the plan.

The Council’s External Auditors work in conjunction with Internal Audit so that
resources are optimised in providing overall assurance on the financial
statements and the adequacy of the internal control environment. Towards the
end of 2017/18, External Audit will advise on which areas of Internal Audit work
it will place reliance upon for the year as outlined in its annual “Review of
Adequacy of Internal Audit Arrangements” letter.

As described in Paragraph 2.1 above, a risk based audit needs assessment
was carried out. The available staffing resources, in terms of Available Audit
Days are matched to this and in 2017/18 in order to determine the areas of
work to be included in the Audit Plan.

4
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Internal Audit Plan 2017-18

Planned Internal Audit Activity

The allocation of time to each audit category is shown in the table below.

2017/18
Category Planned Days % of
Operational

Time
Risk Based Audit 400 43.8
Computer Audit 90 9.9
Development 36 4.0
Investigations 150 16.5
Regularity / CRSA 30 3.4
Governance and Assurance 31 3.3
Follow up 20 2.2
Year-end procedures 5 0.5
Performance Indicators 20 2.2
Advise and Guidance / Grant 35 3.8
Claims
Review 26 2.9
Health and Social Care 20 2.2
Partnership
Other Bodies 48 5.3
Operational Time 911 100%
Administration 29 -
Management and Planning 44 -
Training / Staff Development 29 -
Leave 284 -
Non-Operational Time 386 -
Overall Total 1297 -

Corporate Fraud

The Audit Plan also includes a section showing the planned activity of the
Corporate Fraud Team.

The Corporate Fraud Team has an establishment of 4 FTE. Available days
have been calculated as 722 operational days, following the deduction of
Administration, Management and Planning, Training and Leave. Through an
assessment of the mix of knowledge, skills and experience of the Corporate
Fraud Team, it is considered that the available resources are sufficient to
achieve the work outlined in the plan. The Corporate Fraud Team Leader
reports to the Audit and Risk Manager.

5
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Internal Audit Plan 2017-18

Planned Corporate Fraud Activity

The allocation of time to each category of work is shown in the table below.

2017/18
Category Planned % of
Days Operational

Time
Work carried out on behalf of DWP 70 9.7
National Fraud Initiative 82 11.4
Corporate Fraud 360 49.8
Development 55 7.6
Research 125 17.3
Review 30 4.2
Operational Time 722 100%
Administration 20 -
Management and Planning 45 -
Training / Staff Development 20 -
Leave 212 -
Non-Operational Time 297 -
Overall Total 1019 -

The Corporate Fraud Team have been given a target to make savings of
£180,000 during 2017/18.

It is important that the pro-active work of the Corporate Fraud Team is
structured to ensure the information obtained in any data match is current and
that there are sufficient resources to deal with the output of the matches.

A large part of the work of the team will remain reactive as they respond to
referrals made from members of the public, internal departments, outside
agencies and the Joint Working Pilot and cognisance has to be taken of this
commitment when planning proactive work.

4 Monitoring the Plan

Internal Audit reports performance to the Audit and Performance Review
Committee on a quarterly basis:-

e Action Plans issued during the quarter
e Progress on implementation of audit recommendations

Internal Audit recommendations are shown in Covalent, the Council’s risk and
performance management system. This enables both service management

6
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Internal Audit Plan 2017-18

and Internal Audit to monitor and report on the implementation of
recommendations more efficiently.

In addition Elected Members will be advised of progress against the overall
Audit Plan 2017/18 through a six month update report and an Annual Report for
the full year.

5. Annual Report
Section 2450 of the Standards states that:

‘The chief audit executive must deliver an annual internal audit opinion and
report that can be used by the organisation to form its governance statement.’

The annual internal audit opinion must conclude on the overall adequacy and
effectiveness of the organisation’s framework of governance, risk management
and control.

This work underpins the Statement of Internal Financial Control / Annual
Governance Statement, which will be published with the Abstract of Accounts,
and subject to the scrutiny of External Audit.

6 Quality Assurance and Improvement Programme

Sections 1310 t0o1312 of the Standards refer to the need for a quality assurance
and improvement plan to be developed to include both internal and external
assessments.

Internal assessments must include ongoing monitoring of Internal Audit
performance and periodic assessments by other persons within the
organisation with sufficient knowledge of the work of Internal Audit. It is
proposed that Finance Section Accountants will fulfil this role.

External assessments must be conducted at least every five years by a
qualified independent assessor. The Scottish Local Government Chief Internal
Auditors’ Group (SLACIAG) has developed a framework for external
assessments to be undertaken by member authorities of SLACIAG on a
broadly reciprocal arrangement utilising a peer review option. The Council’s
Internal Audit Section has participated in this framework and an external
validation of its own self-assessment took place during 2015/16 for which all
actions have now been implemented.

7 Delivering the Plan

The plan has been developed in line with the approved Internal Audit Charter
and will be delivered in accordance with:
e The Standards;
¢ Relevant codes of ethics standards and guidelines issued by the
professional institutes;
¢ Relevant corporate governance documents, standards, policies and
procedures; and

7
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Internal Audit Plan 2017-18

e The Internal Audit Section’s own Audit Manual and other internal
standards, which will be adhered to by its entire staff including any
contracted external specialists where appropriate.

8 Schedule of Risk Based Audits

As a result of a significant amount of investigations work to which the Internal
Audit team has had to respond it has not been possible to fully complete the
risk based audit plan for 2016/17. As a result, four risk based audits have been
rolled forward into 2017/18. This approach has been agreed in discussion with
External Audit. The first four audits listed below are the assignments that have
been rolled forward from 2016/17.

Audit Days | Objectives / key tasks
Housing - Tenancy, 25 | « Development of new system and new control
Allocations & Lettings procedures
e Procedures are operated in accordance with housing
Improve local and landlord legislation and the organisation’s agreed
housing and written policy
environmentally e Adequacy of documentary evidence to support all
sustainable applications and lettings
infrastructure e Tenancy allocation and letting of all properties is

legitimate and appropriate

Employment Support 20
(Social Work initiative for
vulnerable people)

Determination of suitability of clients

General cash controls

Recording of income and expenditure process
Stock control

Improve the General compliance with Council polices regarding

wellbeing of fire assessments, health and safety training etc.
communities and

protect the welfare
of vulnerable

people
School Estates Strategy 25 | ¢ Rebuilding programme / strategy
e Procurement and contract arrangements
Fit-for-purpose e Financial monitoring / reporting
estate and facilities e Value for money
Register of Gifts and 20 | ¢ Compliance with Council Policies and Procedures
Hospitality (Elected e Review of Register
Members / Officers)
Strong financial
governance and
sustainable budget
management
Payroll — Overtime 25 | ¢ Overall monitoring
e Approval process for Grade 8 staff and above
Strong financial receiving overtime

governance and
sustainable budget
management

8
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Creditors

25

e Processes and procedures
Strong financial e Masterfile maintenance
governance and e Invoice processing / authorisation checks
sustainable budget e Reconciliations
management
Guardianship Cases (MHO 20 | ¢ Legal requirements
involvement) e Management of cases
Improve the e Training
wellbeing of e Resources available
communities and
protect the welfare
of vulnerable
people
Use of Care First 25 | ¢«  Functionality options and opportunities to develop
functionality for financial further
management e Extent of use of available processes
Strong financial e Commitment information
governance and e Authorisation process re addition / amendments /
sustainable budget cessation of care packages
management e Control and validation of rate / unit cost / pension
changes
Management of Capital 25 | ¢ Polices and procedures
Projects e Project management arrangements
Strong financial e Governance arrangements
governance and
sustainable budget
management
Social Work Tendering and 25 | ¢ Commissioning strategy
Commissioning e Procurement arrangements
Strong financial e Policies and procedures
governance and e Payment monitoring
sustainable budget e Monitoring of delivery of contracted services
management
Burial Grounds / 30 | e Income controls
Crematorium e General policies and procedures
Strong financial e Tendering arrangements
governance and e Palicies, guidance and practice in relation to the
sustainable budget handling of all recoverable remains
management e Business continuity plans
Data and Information 25 | ¢ General Policy review
Security — Governance and e Patching Policies and practice
Practice e Compliance processes for Public Sector Network
Innovative use of (PSN) and Payment Card Industry (PCI)
Information e Data Protection Act (DPA) compliance, General Data
Technology Protection Regulation (GDPR) preparedness
e Penetration Testing review
Council art works 20 | ¢« Policies and procedures
Fit-for-purpose ¢ Record keeping
estate and facilities e Storage / security / preservation
e Insurance
9

Page 24 of 220




Internal Audit Plan 2017-18

Leisure Trust:

25

e Income from entry fees / stall holders
Management of the e Expenditure controls
Council’'s Outdoor Events e Hospitality arrangements
) . e Risk assessments
Strong financial e General planning / contingency planning
governance and  Liaison with other agencies
sustainable budget
management
Valuation Joint Board: 25 | ¢« The validity/competence of appeals is checked
Appeals process for e Appeals are properly logged and relevant paperwork
Council Tax and Non is created/issued
Domestic Rates valuations e Proposals (CT only) are changed to ‘appeals’ as
. . appropriate
Strong financial e Reporting of proposals and appeals are notified to
governance and Valuation Appeal Panel Secretary / Assistant
sustainable budget Secretary as required
management e Citations are issued in accordance with requirement
¢ Relevant documentation is exchanged (NDR only) in
advance of hearings as required by statute

e Alterations are properly authorised and processed

e Appellants are provided with suitable notification of
outcomes

e Appeals are processed in the relevant timescale
(NDR only — CT has no ‘back-stop’)

e Alterations to valuations / bandings as a result of
appeals are properly authorised and updated,
including notification to Councils’ Finance service

Total 360
Completion of 2016/17 risk 40 | n/a
based audits

Overall Total 400

9. Schedule of Computer Audits

Audit

Days

Objectives / key tasks

Network Controls

Innovative use of
Information
Technology

25

e Policies and procedures

e Appropriate staff and skillsets

e Correct balance between development and support

functions

Change control procedures

Reporting and review of faults

Security measures across differing network areas

Protective measures including AV/Malware, anti

spam, internet filtering, intrusion detection and

prevention

e Capacity planning

e Adequacy and effectiveness of authentication
processes

10
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25

IT Procurement (Hardware e Relevant procedures are in place and followed
and Software) e Contract values and staff limits
Innovative use of e Review of ICT contracts
Information e Governance arrangements around ICT contracts
Technology e Use of PECOS / WeBuy within ICT
Remote access controls 20 | ¢ Technology is fit for purpose
Innovative use of e Adequacy and effectiveness of authentication
Information processes
Technology e Encryption arrangements for data in transit and at rest
e Data protection issues
e Adequacy of protection over mobile technology
Help Desk / Service Desk 20 | ¢ Software is fit for purpose
Innovative use of e Adequacy of sharing agreements
Information e Adequacy of segregation of roles and data inside the
Technology application
e Fault resolution statistics and reporting
e Effectiveness of benchmarking against other LA’s
o Effective capacity planning is in place
Total 90

10. Schedule of Development Work

Audit Days | Objectives / key tasks

Audit programmes 10 | Development of audit programmes

PSIAS 12 | Annual self-assessment and internal review process
Review work for other local authority

TeamMate Development 14 | Upgrades, audit programme uploads and layout
modifications as appropriate

Total 36

11
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Item 7

WEST DUNBARTONSHIRE COUNCIL
Report by Strategic Lead - Resources

Audit and Performance Review Committee: 8 March 2017

Subject: Audit Scotland - Review of Adequacy of Internal Audit

1.1

21

3.1

4.1

4.2

4.3

Arrangements
Purpose

The purpose of this report is to advise the Committee of the External
Auditor’s assessment of the adequacy of the Council’s Internal Audit
arrangements.

Recommendations
It is recommended that Members note the contents of this report.
Background

Audit Scotland’s Code of Audit Practice sets out the wider dimension of
public sector audit and requires the external auditor to undertake an
annual assessment of the adequacy, strengths and weaknesses of the
internal audit function. In addition, based on this assessment, areas
are outlined where Audit Scotland, in their capacity as the Council’s
External Auditors, plan to place formal reliance on the work of Internal
Audit.

Main Issues

Audit Scotland has issued a letter (see Appendix A) which sets out the
nature of the review and raises a number of points. The Council’s
response to these points is included at Appendix B.

As is noted in Appendix A, External Audit intends to place reliance on
the work of Internal Audit in the following areas for their financial
statements audit work:

e (Cash and bank;

Payroll;

Debtors; and

Stocks and Stores.

External Audit will also place formal reliance upon the following ICT
audits:

e Disaster Recovery & Business Continuity Controls;

e Education Services IT Arrangements;

e |CT Risk Register; and
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4.4

5.1

6.1

7.1

8.1

9.1

10.

10.1

e Public Access to Council IT Systems.

In respect of their wider governance and performance audit work
External Audit also plan to review the findings and consider other areas
of Internal Audit work.

People Implications

There are no personnel issues.

Financial Implications

There are no financial implications.

Risk Analysis

Failure to ensure that adequate Internal Audit arrangements are in
place may result in External Audit being unable to place reliance on the
work performed within individual Internal Audit assignments.

Equalities Impact Assessment (EIA)

A screening has been carried out and found no issues relevant to
equalities duties.

Consultation

This report has been subject to consultation with appropriate Strategic
Leads.

Strategic Assessment

This report relates to all five of the Council’s Strategic Priorities.

Stephen West
Strategic Lead - Resources
Date: 22 February 2017

Person to Contact:  Colin McDougall, Audit and Risk Manager

Telephone 01389 737436
Email: colin.mcdougall@west-dunbarton.gov.uk

Appendices: A — Audit Scotland Letter - Review of Adequacy of

Internal Audit Arrangements

B — Council response to Audit Scotland’s letter
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Background Papers: EIA Screening

Wards Affected: All Wards
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Address: Telephone:
4th Floor, South Suite 0131 625 1500
The Athenaeum Building

8 Nelson Mandela Place

Glasgow

G2 1BT

Website: Email: d-\u DIT SCOTLAND
www.audit-scotland.gov.uk info@audit-scotland.gov.uk
Angela Wilson 10 February 2017

Strategic Director -Transformation and Public Service Reform
West Dunbartonshire Council

Garshake Road

Dumbarton

G82 3PU

Dear Angela

West Dunbartonshire Council
Review of Adequacy of Internal Audit Arrangements

Audit Scotland’s Code of Audit Practice (the ‘Code’) sets out the wider dimension of public sector
audit and requires the external auditor to undertake an annual assessment of the adequacy, strengths
and weaknesses of the internal audit (1A) function. In addition, based on this assessment, we outline
the areas where we plan to place formal reliance on the work of internal audit.

Our review covered the following:

e Organisational status — specific status of internal auditing within the council and the effect this
has on the degree to which it can be objective.

e Technical competency — whether internal audit is performed by persons with adequate technical
training and proficiency as internal auditors.

e Nature of assignments — the scope and coverage of the internal audit function.

e Standard of audit work — whether internal audit’s work is properly planned, supervised, reviewed
and documented.

Evidence to support findings was drawn from discussions with relevant council officers.

We will perform a review of the internal audit files for the areas which we are proposing to place
reliance on once those areas of work have been completed.

Annual Review of Arrangements

We earlier completed a preliminary assessment of the adequacy of internal audit for 2016/17, in
conjunction with our risk assessment process and concluded that internal audit have adequate
documentation, standards and reporting procedures. This evaluation allows us to review and place
reliance on a number of aspects of their work during 2016/17, this will therefore avoid duplication of
audit coverage.

We would, however, wish to raise the following point:

The external review of the Council’s Internal Audit Service undertaken between September and
December 2015 found that for 13 assessment areas, the Council’s Internal Audit Service fully
conformed with the requirements of the Public Sector Internal Audit Standards (PSIAS) in six areas
and generally conformed in seven areas. 19 of the 20 recommendations in the report have now been
implemented, with the remaining recommendation, relating to audit remit, due to be implemented by
31 March 2017. The outstanding recommendation states that within the audit remit of each Internal
Audit report that the key target dates, the resources used, details of the coverage and any exemptions
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from the assignment are well documented. It also recommends that the audit planning documents
fully detail the risks attached to the audit and how these have been controlled. Documents are
currently being updated and there is no anticipated delay to the date of delivery for this.

Reliance on Internal Audit

We plan to place formal reliance on internal audit’s work, in terms of International Statement of
Auditing 610 (Considering the Work of Internal Audit), for our financial statements audit work, in the
following areas:

e Cash and bank
e Payroll
° Debtors

e Stocks and Stores

In respect of our wider dimension audit responsibilities, we also plan to consider the following areas of
internal audit work:

e Home Care

e  Purchasing Cards

e City Deal

e Economic Development

e ICT Risk Register

e Public Access to Council IT Systems

e Disaster Recovery and Business Continuity Controls

If you have any queries regarding any of the points raised here, or would like to discuss these in more
detail you can contact either myself or Karen Cotterell.

Yours sincerely

P -

- |I'»|"-l-i-l.y--"-'

Carol Hislop
Senior Audit Manager

cc Colin McDougall, Audit & Risk Manager
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Angela Wilson 200,
Strategic Director — Transformation & Public Service Reform vveSt /\

Dunbartonshire

Our Ref: AW/CM COUNCIL

Date: 10" February 2017

Council Offices
Garshake Road
Dumbarton
G82 3PU

Audit Scotland

Dear Carol

Subject: West Dunbartonshire Council
Review of Adequacy of Internal Audit Arrangements

| refer to your letter of 6 February 2017 regarding the above subject. | am pleased to be advised that
your team once again can place reliance on the Internal Audit team thereby avoiding duplication of audit
coverage. | note the points you make and would offer the following in response:

Good Practice

Revisions to the audit remit documentation are being progressed and will be completed by 31 March
2017 to enable the Internal Audit team to be fully compliant with the Public Sector Internal Audit
Standards (PSIAS).

| trust this response is sufficient, however | would be happy to clarify any points should this be required.

Yours sincerely

@M W"?/‘LG_D\_/

Angela Wilson

Strategic Director - Transformation & Public Service Reform
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Item 8

WEST DUNBARTONSHIRE COUNCIL
Report by Strategic Lead - Resources

Audit & Performance Review Committee: 8 March 2017

Subject: Audit Scotland Annual Audit Plan 2016/17
1. Purpose

1.1  The purpose of this report is to present Audit Scotland’s Annual Audit Plan for
the audit of financial year 2016/17 to Committee for information.

2. Recommendations

2.1 Members are asked to note Audit Scotland’s audit plan for the audit of
financial year 2016/17.

3. Background

3.1  Audit Scotland have produced their Annual Audit Plan which provides an
overview of the audit approach to be adopted and describes the outputs the
Council can expect to receive. The plan is appended to this report for noting.

4. Main Issues

4.1  The key audit risks, which require specific audit testing, are detailed in Exhibit
1 of the appended plan.

4.2  Details of the audit of trusts registered as Scottish charities are provided at
paragraphs 3 to 5, including risks detailed at Exhibit 2.

4.3  Audit outputs are detailed within Exhibit 3 and the financial statement
timetable is shown at Exhibit 6.

4.4  The fee for the local audit is £256,710 (2015/16: £277,024). In addition an
audit fee of £2,100 has been agreed for the audit of trusts registered as
Scottish charities — the Council will cover these costs.

4.5 As stated at paragraph 24, to support their audit opinion on the financial
statements, Audit Scotland will place reliance on the following planned internal
audit reviews:

Cash and Bank;
Debtors;

Stocks and Stores; and
Payroll.
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4.6

5.1

6.1

6.2

7.1

8.1

9.1

10.

10.1

And, as stated at paragraph 25, other areas of internal audit work will also be
considered, including:

e Home Care;

e Purchasing Cards;

e City Deal;

e Economic Development;

e |ICT Risk Register;

e Public Access to Council IT Systems; and

e Disaster Recovery and Business Continuity Controls.

As noted at paragraph 35, Best Value work planned by Audit Scotland in West
Dunbartonshire Council this year will focus on the Council's arrangements for
demonstrating Best Value in financial and service planning, financial
governance and resource management.

Personnel Implications

There are no people implications.

Financial and Procurement Implications

The total fee quoted at paragraph 9 of £256,710 compares to £277,024 for
2015/16. In addition an audit fee of £2,100 has been agreed for the audit of
trusts registered as Scottish charities.

There are no procurement implications.

Risk Analysis

Audit Scotland’s assessment of the risks facing the Council is detailed in their
plan. An additional internal risk assessment was not required.

Equalities Impact Assessment (EIA)

An Equalities Impact Screening was carried out which revealed no relevant
issues.

Consultation
This report has been subject to consultation with appropriate Strategic Leads.
Strategic Assessment

This report relates to all five of the Council’s Strategic Priorities.
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Stephen West
Strategic Lead - Resources
Date: 10 February 2017

Person to contact Stephen West, Head of Finance and Resources,
Council Offices, Garshake Road, Dumbarton,
G82 3PU
Telephone (01389) 737191
Email — Stephen.west@west-dunbarton.gov.uk

Appendix A: Audit Scotland Annual Audit Plan 2016/17
Background Papers: EIA Screening
Wards Affected: All wards
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West
Dunbartonshire
Councll

Annual Audit Plan 2016/17

V/AUDITSCOTLAND

Prepared for West Dunbartonshire Council

February 2017
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Who we are

The Auditor General, the Accounts Commission and Audit Scotland work together
to deliver public audit in Scotland:

e The Auditor General is an independent crown appointment, made on the
recommendation of the Scottish Parliament, to audit the Scottish
Government, NHS and other bodies and report to Parliament on their
financial health and performance.

e The Accounts Commission is an independent public body appointed by
Scottish ministers to hold local government to account. The Controller of
Audit is an independent post established by statute, with powers to report
directly to the Commission on the audit of local government.

e Audit Scotland is governed by a board, consisting of the Auditor General, the
chair of the Accounts Commission, a hon-executive board chair, and two
non-executive members appointed by the Scottish Commission for Public
Audit, a commission of the Scottish Parliament.

Scottish Government,
NHS, Further education

-

\\\/
Audit

...
Scotland '.'.l.l
@ The public

Local government
+ health integration boards

Auditor
General

/" Scottish \
Parliament

\ il

Across public sector

Accounts
Commission

/ Controller \
of Audit

About us

Our vision is to be a world-class audit organisation that improves the use of public
money.

Through our work for the Auditor General and the Accounts Commission, we
provide independent assurance to the people of Scotland that public money is
spent properly and provides value. We aim to achieve this by:

e carrying out relevant and timely audits of the way the public sector manages
and spends money

e reporting our findings and conclusions in public

¢ identifying risks, making clear and relevant recommendations.
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Risks and planned work

1. This annual audit plan contains an overview of the planned scope and timing of
our audit and is carried out in accordance with International Standards on Auditing
(ISAs), the Code of Audit Practice, and any other relevant guidance. This plan
identifies our audit work to provide an opinion on the financial statements and
related matters and meet the wider scope requirements of public sector audit,
including the new approach to Best Value. The wider scope of public audit
contributes to conclusions on the appropriateness, effectiveness and impact of
corporate governance, performance management arrangements and financial

sustainability.

Audit risks

2. Based on our discussions with staff, attendance at committee meetings and a

review of supporting information we have identified the following main risk areas for
West Dunbartonshire Council. We have categorised these risks into financial risks
and wider dimension risks. The key audit risks, which require specific audit testing,

are detailed in Exhibit 1.

Exhibit 1

Audit Risk

Management

assurance

Planned audit work

Financial statement issues and risks

1 Risk of management override
of controls

ISA 240 requires that audit work
is planned to consider the risk of
fraud, which is presumed to be a
significant risk in any audit. This
includes consideration of the risk
of management override of
controls in order to change the
position disclosed in the financial
statements.

Owing to the nature of this
risk, assurances from
management are not
applicable.

Detailed testing of journal
entries.

Review of accounting estimates.

Focused testing of accruals and
prepayments.

Evaluation of significant
transactions that are outside the
normal course of business.

2 Risk of fraud over income

West Dunbartonshire Council
receives a significant amount of
income in addition to Scottish
Government funding. The extent
and complexity of income means
that, in accordance with ISA240,
there is an inherent risk of fraud.

Robust income generation and
cash handling processes,
including separation of duties.

Independent monitoring of
suspense codes — including
bank reconciliations.

Normal budgetary control
processes — reported monthly to
Corporate Management Team
(CMT) and departmental budget
holders.

Authorisation processes
regarding transactions within

Analytical procedures on income
streams.

Detailed testing of revenue
transactions focusing on the
areas of greatest risk.
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Audit Risk

Management

Risks and planned work | 5

Planned audit work

assurance

the ledger — e.g. journals &
creditor requests.

Risk of fraud over expenditure

The Code of Audit Practice
requires consideration of risk of
fraud over expenditure
(excluding payroll costs which
are already a core part of all
annual audits).

Robust expenditure processing
and cash handling processes,
including separation of duties.

Independent monitoring of
suspense codes — including
bank reconciliations.

Normal budgetary control
processes — reported monthly to
Corporate Management Team
(CMT) and departmental budget
holders.

Authorisation processes
regarding transactions within
the ledger — e.g. journals &
creditor requests.

Analytical procedures on
expenditure streams.

Detailed testing of expenditure
transactions focusing on the
areas of greatest risk.

Estimation and judgements

There is a significant degree of
subjectivity in the measurement
and valuation of the material
account areas of non current
assets, provisions and pension
liabilities. This subjectivity
represents an increased risk of
misstatement in the financial
statements.

Valuation methodology used by
the valuer consistent each year,
where appropriate. Updated as
required.

Valuation methodology
consistent with accepted
valuation principles.

Five year rolling programme of
valuations & review of
significant changes each year.

Pension liabilities valued
annually by a professional
actuary.

Completion of ‘review of the
work of an expert’ for the
professional valuer.

Focused substantive testing of
key areas.

Review of the work of the
actuary.

Review of the pension
assumptions used by the
actuary.

Untaken annual leave

There have been material audit
adjustments to the council’s
untaken annual leave accrual in
the previous two financial years.
There is a risk the accrual may
be understated in the council’s
balance sheet.

The process reviewed last year
has now been fully implemented
and the senior officer
completing this task will be
similar to previous years, which
ensures consistency of
approach.

Finance staff will liaise with
Human Resources to ensure all
aspects of untaken annual
leave are properly accounted
for in the year-end accrual.

Review the 2016/17 untaken
annual leave accrual during the
audit of the 2016/17 financial
statements.

Ensure inclusion of untaken
annual leave for those on
maternity leave and long term
sick leave.

Financial statements audit

To reduce the risk of missing
sign-off deadlines for the
financial statements, it is
essential that there is a process
in place within the finance
department for responding
timeously to audit queries.

Appropriate planning
arrangements for closure of
final accounts will continue to
be implemented and ongoing
dialogue will continue between
the Finance Service and the
auditors to ensure timeous
closure of accounts.

Liaise with finance staff in
advance of financial statements
audit.
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Audit Risk

Wider dimension risks

Management
assurance

Planned audit work

7

Financial sustainability

At the time of writing this plan,
West Dunbartonshire Council
had identified a funding gap of
£2.196 million in 2017/18. This
incorporates management
adjustments and increase to
council tax bandings. It has
been approved by members that
reserves will be used to address
this funding gap. West
Dunbartonshire Council have an
internally agreed prudential
target of 2% of net expenditure.
The use of reserves to close the
funding gap in 2017/18 poses a
significant risk that this prudential
target will be breached.

Longer term finance strategy —
reported to full Council in
August each year and updated
December/February.

Monitoring of budgetary control
reporting to CMT monthly from
period three (also committee &
full Council) — this includes
monitoring of savings options.

Review financial monitoring
reports and the financial
position.

Undertake specific audit work on
financial planning and
governance. This will include
the robustness of long term
financial planning.

Capital management

In 2016/17, the capital budget for
West Dunbartonshire Council
(including HRA) was £135million.

Last year external audit reported  cquncil as part of normal cycle).

on significant underspends in the
council’s capital programme. In
2016/17, gross capital
expenditure is projected to be
underspent against the original
budget by £35 million (26%
underspend).

There is a risk that the council's
ability to deliver efficient and
effective services and contribute
to a prosperous, sustainable and
inclusive economy for its area is
affected due to delays in
investment or improvements to
the asset base.

Monitoring of capital spend
monthly from period 3 through
budgetary control reporting
process — reported to CMT
monthly (and & committee/full

On-going monitoring of capital
budget, plans and monitoring
reports and inclusion in annual
audit report as appropriate.

Elected members

The 2017 local government
elections will result in a number of
new elected members. Thereis a
risk that there is a loss of skills
and experience amongst
members and this may have a
detrimental impact on the council's
decision-making processes. To
ensure members understand their
roles and have the necessary
skills to make informed decisions
and provide effective scrutiny,
development and training will be
required. The Audit Scotland

Plans are in place and
processes are being
developed to provide elected
members with appropriate
training and development in
the period following the
election.

Review of the council's induction
and training arrangements for
councillors following the
electi